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Bilinear polynomials

Bihomogeneous

F(X05+ s Xnes Y0, -+ 3 Yn,) = Za;’jx,-yj.

f(a)(xl,...,xnx,yl, 7 = f(h)(l,xl, s X L Y1,y Yy )

Important class of polynomials.

Often encountered in practice.

Different nature of the variables.

Related to determinantal ideals.
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Motivations

m Cryptanalysis of MinRank
[Faugére/Levy/Perret CRYPTO’08, Faugére/Safey/S. ISSAC'10].

m Cryptanalysis of MacEliece
[Faugére/Otmani/Perret/Tilich EUROCRYPT'10].

m Real algebraic geometry
[Safey/Trébuchet 06, Bank/Giusti/Heintz/Safey/Schost AAECC'10].

MinRank (linear algebra, cryptology, coding theory)
Find A1,..., Ak such that

k k
Rank (Z /\,-M,-> <r= (Z ,\'.Ml.> 9 — .

i=1 i=1

Eztension: Lagrange multipliers (geometry, optimisation)

Maximize f(x) with the constraints gi(x) = 0:

grad (Aof(x) + Z )\;g,-(x)) =0.
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Macaulay matriz in degree d
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I=(h,.... %) deg(fi) = d; = a monomial ordering

Rows: all products tf; where t € Monomials(d — d;).
Columns: monomials of degree d.

my > --->ny
tih
tkf;,

row echelon forms of the Macaulay matrices —> Grébner basis.
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Macaulay matriz in degree d

4/30

I=(h,.... %) deg(fi) = d; = a monomial ordering

Rows: all products tf; where t € Monomials(d — d;).
Columns: monomials of degree d.

my > >m
t1h
tkf;,

row echelon forms of the Macaulay matrices —> Grébner basis.

Rank defect = useless computations. I

tf; reduces to zero: the associated row in the Macaulay matrix
becomes zero after reduction.
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Main results

What was known:

Giusti Bardet
Lazard Faugére New results:
Macaulay Salvy
| p<n ] p>n \ bilinear \
reductions to 0 Fs criterion extended Fs crit.
subclass regularity semi-regularity biregularity
Hilbert series 1'[((11%5:"') 1'[((11%5:"') %
Complexity A Qwn ~ pw(@=1/2=/a(a=1))n | - owmin(ny,ny)

m New theoretical complexity bounds. Confirmed by experiments.

m New classes of bilinear systems which can be solved in polynomial
time.

m Direct application to Crypto problems.
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A more general framework: multihomogeneous systems

f e KXW, ..., X®)] is multihomogeneous of multidegree
(dh,....dp) if forall Ar,.... A,

FOaX@ Xy =2 T (@ x O,

Previous work

m Multihomogeneous elimination [Rémond 01].

m Multihomogeneous Bézout theorem [VanDerWaerden 28,
Satey/ Trébuchet 06].

m Multihomogeneous homotopy methods [Morgan/Sommese
Applied Math. and Comp. 87, Wampler Num. Math. 93].

m Multihomogeneous resultants [Canny/Emiris JSC'95,
Dickenstein/Emiris JSC'03, Mantzaflaris/Emiris ISSAC'09,
Jeronimo/Sabia JSC'07, McCoy AMS'33, Weyman/Zelevinski
J. of Alg. Geom. 94].
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Grobner bases

Grobner bases

I a polynomial ideal. Grobner basis (w.r.t. a monomial ordering):
G C I a finite set of polynomials such that LM(/) = (LM(G)).

m Buchberger [Buchberger Ph.D. 65].
m F4 [Faugére J. of Pure and Appl. Alg. 99].
m Fs5 [Faugére ISSAC'02].

— Polynomial System Solving.
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Study of a class of systems from the viewpoint of Grébner bases:

Avoid computing zero.
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Study of a class of systems from the viewpoint of Grébner bases:
Avoid computing zero.
Characterize a “nice” subclass of systems.

Generic Hilbert series.

B Complexity analysis.
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Fs criterion: mathematical formulation

If t € LM((fi,...,fi_1)), then the row tf; is reduced to zero.
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Fs criterion: mathematical formulation

If t € LM((fi,...,fi_1)), then the row tf; is reduced to zero.

Fs criterion: algorithm

Iterative computations of

dg € GB((fi,...,fi—1)) s.t. LM(g) divides t = tf; reduces to zero.

“Optimal” for regular (and semi-regular) homogeneous systems,
but...
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Fs criterion: mathematical formulation

If t € LM((fi,...,fi_1)), then the row tf; is reduced to zero.

Fs criterion: algorithm

Iterative computations of

dg € GB((fi,...,fi—1)) s.t. LM(g) divides t = tf; reduces to zero.

“Optimal” for regular (and semi-regular) homogeneous systems,
but...
bilinear systems are not regular !
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Bilinear systems

F=(f,...,fn): system

of
Oxo

jacx(Fi) =

e
O
b
n
~
Il

of bilinear equations.

of ofy
OXny Iyo
: jacy(Fi) =] :
of; of;
OXny Jdyo

of
Oyn,

of;

Oyn,
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Bilinear systems

X0 f Yo f
jacx(Fi)- | = | = jacy(Fi)- | ¢+ | =
f; Yn, f;

(s1,...,s)) € Syz(f,...,f) <:>Zskfk =0.
k=1

tf; reduces to zero iff 3(sy,...,s;) € Syz(f,..., ) s.t. LM(s;) = t.
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Bilinear systems

X0 f Yo f
jacx(Fi)- | = | = jacy(Fi)- | ¢+ | =
f; Yn, f;

(s1,...,s)) € Syz(f,...,f) <:>Zskfk =0.
k=1

tf; reduces to zero iff 3(sy,...,s;) € Syz(f,..., ) s.t. LM(s;) = t.

(s1,...,5si) € Kerp(jacx(Fi)) (resp. Kerp(jacy(Fi)))
= (s1,...,s;) € Syz(fi,..., f). J
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Kernel of matrices whose entries are linear forms

k-variate linear matrices of size p x g.

Proposition (Cramer’s Rule)
If p =g+ 1, then the left kernel of a generic linear matrix is
generated a vector of maximal minors.
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Kernel of matrices whose entries are linear forms

k-variate linear matrices of size p x q.

Conjecture
If p—qg > k —1, then the left kernel of a generic linear matrix is
generated by vectors of maximal minors.

Supported by experiments.
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An extension of the Fs criterion for bil
Mathematical characterization

t € LM({f,...,fi_1)) = tf; reduces to zero.

i~ =0.

Ezxtended criterion

t € LM((Minors(jacx(Fi—1)))) U LM((Minors(jacy (Fi—1)))) = tf;
reduces to zero.

Syzygies in Ker(jacx(F;)) and Ker,(jacy (F;)).
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An extension of the Fs criterion for bilinear systems
Algorithmic issues

The Grobner bases GB(f,), GB(f1, f2),...,GB(f,..., fy) are
computed iteratively.

Extended criterion

Precompute GB((Minors(jacy(Fi—1)))) and
GB((Minors(jacy (Fi-1))))

What cost ?
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Determinantal i1deals

What is known

m Determinantal ideals: Bernstein/Zelevinsky J. of Alg. Comb.
93, Bruns/Conca 98, Sturmfels/Zelevinsky Adv. Math. 98,
Conca/Herzog AMS'94, Lascoux 78...

m Geometry of determinantal varieties: Room 39, Fulton Duke
Math. J. 91, Giusti/Merle Int. Conf. on Alg. Geo. 82...

m Polar varieties: Bank/Giusti/Heintz/Pardo J. of Compl. 05,
Satfey/Schost ISSAC'03, Teissier Pure and Appl. Math. 91...

v

A Theorem of Bernstein, Sturmfels and Zelevinski

M a p x g matrix whose entries are variables. For any monomial
ordering, the maximal minors of M are a Grébner basis of the
associated ideal.
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Determinantal i1deals

m Determinantal ideals: Bernstein/Zelevinsky J. of Alg. Comb.
93, Bruns/Conca 98, Sturmfels/Zelevinsky Adv. Math. 98,
Conca/Herzog AMS'94, Lascoux 78...

m Geometry of determinantal varieties: Room 39, Fulton Duke
Math. J. 91, Giusti/Merle Int. Conf. on Alg. Geo. 82...

m Polar varieties: Bank/Giusti/Heintz/Pardo J. of Compl. 05,
Safey/Schost ISSAC'03, Teissier Pure and Appl. Math. 91...

v

A wvariant of a Theorem of Bernstein, Sturmfels and Zelevinski

M a k-variate p x g linear matrix. Generically, a grevlex GB of
(Minors(M)): linear combination of the generators.

= LM(Minors(M)) = (Monomials,_q11(q)).
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An algorithm to detect reductions to zero

Algorithm — criterion
m Maximal minors of jacy (F;_1) (polynomials of degree
ny, + 1).
m Gauss reduction.
m t is a leading monomial = tf; reduces to zero.

m Symetrically, same process with jacy(Fi_1).
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Avoid computing zero. v
Characterize a “nice” subclass of systems.
Generic Hilbert series.

Complexity analysis.
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Biregular systems

Weak biregularity: definition

s=0 mod (A,...,fi_1)
s =0 mod (fi,...,fi_1) = { s € (Minors(jacx(Fi-1)))
s € (Minors(jacy (Fi—1)))
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Biregular systems

Weak biregularity: definition

s=0 mod (A,...,fi_1)
s =0 mod (fi,...,fi_1) = { s € (Minors(jacx(Fi-1)))
s € (Minors(jacy (Fi—1)))

Grevlex ordering.

Theorem: generic reductions to 0

For a generic bilinear system fi,. .., f,, the reductions to zero
not detected by the F5 criterion are:

{th|i>n +1,te€ Monomials,?(_,,y_z(ny +1)}

(J{tfi | i > ne+1,t € Monomialsy” ., _»(nx + 1)}
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Biregular systems

Weak biregularity: definition

s=0 mod (A,...,fi_1)
s =0 mod (fi,...,fi_1) = { s € (Minors(jacx(Fi-1)))
s € (Minors(jacy (Fi—1)))

Grevlex ordering.

Strong biregularity: computational definition

The bilinear system fi,. .., fy is biregular if the reductions to zero
not detected by the Fg criterion are:

{thi|i>n +1,t€ Monomials,?(_,,y_z(ny +1)}

(J{tfi | i > ne+1,t € Monomialsy” ., _»(nx + 1)}
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Extended criterion for biregular systems — no reduction to zero.

Generically, bilinear systems are biregular, i.e. the set of biregular
bilinear systems is a Zariski nonempty open subset.
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Avoid computing zero. \/

Characterize a “nice” subclass of systems.\/
Generic Hilbert series.

Complexity analysis.
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Hilbert biseries

Hilbert biseries:
HS (t1, 1) = > dim(K[X, Yo,/ o) t't)

m Generating series of the rank defects of the Macaulay
matrices.
m Complexity analysis [Bardet/Faugére/Salvy ISCPP’'04].

Biseries of bilinear systems

Q(t1, 2)

HS)(t1, 12) = A= t)ti(l = g)m
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Hilbert biseries

Hilbert biseries:
HSi(t1, 1) = > dim(K[X, Ya,8/la,p)t't)

m Generating series of the rank defects of the Macaulay
matrices.
m Complexity analysis [Bardet/Faugére/Salvy ISCPP’04].

Biseries of generic bilinear systems

If f1,...,fnis a biregular bilinear system, then the biseries of
I=(f,...,fn) is:

- t1t2)m + F(t17 t27 Ny, ny) s F(t2a tl? n)/7 nX)
(1 _ t1)nx+1(1 _ t2)ny+1 )

1
HS/([‘], t2) = (

F(t1, ta, nx, ny)

+1 — — +1 +1—k (0+ny —k
(ny )(1 )™y )L 1 )T — (1 — 1)t Ezy £y (ny:;; k)]

e
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Sketch of the proof (1)

KX, Y/ lm-1 = KX, Y]/ It

Generating series of the kernel

G(m)(t17 t2) = Zdim(Ker(Xfm)d1,d2)tf1 t2d2

Recurrence

HS,m(tl, t2) = (1 — tltg)HS/"Hl - tthG(mfl)(tl, 1.'2).

A property of the syzygy module

Ker(xfm) = (Ker(x fm)NK[X]) U (Ker(x fy) K[ Y]).

= G (1, 8) = g™ (1) + £\ (12)
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Sketch of the proof (I1I)

Finding G(m)(fl t)

™ (t1, 1) = g™ (t1) + g™ (t2). where gi™ () (resp. g™
is the generating series of Monomialsp,_p, —1(n, + 1) (resp.
Monomialsy, 5, —1(nx + 1)):

0if m<n,
( m—j )tny+1—J

g™ (t) = 1 B Z ny+1-j
(1 _ t)”x+1 (1 _ t)nx—i-ny—m—i—l
1<j<n,+1

(£))
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Generic properties

strong biregularity

weak biregularity }( { Hilbert series
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Generic properties

strong biregularity

weak biregularity }( [ Hilbert series
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Avoid computing zero. Ve

Characterize a “nice” subclass of systems. \/
Generic Hilbert series. ¥
Complexity analysis.
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Complexity of affine bilinear systems

25/30

Theorem: degree of regularity
Degree of regularity of a generic 0-dim affine bilinear system for
the grevlex ordering:

dreg < min(ne +1,n, + 1).

Sharp bound in practice.

Theorem: regularity
Generic affine bilinear systems are regular = No reduction to
zero during the Fg Algorithm.




Complexity

Solving affine bilinear systems

The complexity of computing a grevlex Grobner basis of a
zero-dimensional ideal generated by generic affine bilinear
polynomials is upper bounded by:

O(Monomials(dyeg)®).
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Complexity

Solving affine bilinear systems

The complexity of computing a grevlex Grobner basis of a
zero-dimensional ideal generated by generic affine bilinear
polynomials is upper bounded by:

O(Monomials(min(nx +1,n, +1))) = O (mei"("xﬂny)> )
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Complexity

Solving affine bilinear systems

The complexity of computing a grevlex Grobner basis of a
zero-dimensional ideal generated by generic affine bilinear
polynomials is upper bounded by:

O(Monomials(min(nx +1,n, +1))) = O <2wmi"("xﬂny)> )

m n, constant, n, grows = complexity polynomial in n,.
m X and Y unbalanced = easy to solve.

m Better than Macaulay bound:

O(Monomials(ny + n, + 1)) =~ O <2UJ(nx+ny)> )

m Complexity observed in practice !!!
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Avoid computing zero. Ve

Characterize a “nice” subclass of systems. \/
Generic Hilbert series. v
Complexity analysis. e
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Application to the MinRank problem

[Buss/Frandsen/Shallit 96, Courtois Ph.D. 01,
Faugére/Levy-dit-Vehel/Perret CRYPTO'08,
Kipnis/Shamir CRYPTO99]

Mo, ..., My are k+ 1 matrices n x n. Given r, find A1, ..., A such
that

k
Rank(Mo — Y AiM;) < r.
i=1

m Fundamental NP-hard problem in linear algebra.
m Important problem in multivariate cryptology.

m Applications in geometry.

m Generalization of the Eigenvalue problem.
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The Kipnis-Shamir modeling

Solve the system
¥ () Q) 0) l,_,
My — > Aimya .. my,— > Aimyy,
| ' : B x| =0.
mfﬁ -> )\im("))l . m,(f?,)1 - /\'.,.n’(j’)'1
XV XD

m polynomials are bilinear “by blocks”.

m — can be solved in time polynomial in n when the number
of ) is constant.

= Minors modeling.

El Faugére, Safey, S.
Computing loci of rank defects of linear matrices using Grobner
bases and applications to cryptology.
ISSAC 2010.
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Solving bilinear systems using Grobner bases algorithms...
... from theoretical and practical viewpoints.

Applications to a concrete problem in cryptology.
Multihomogeneous structure of the Macaulay matrices —
speed-up the computation of the row echelon forms (not in
this talk).

I's

What remains to do ¢

m Proof of the conjecture about the kernel of linear matrices.
m Equivalence Hilbert series — weak biregularity ?

m Degree of regularity for homogeneous bilinear systems.

Perspectives

m Generalization to multihomogeneous systems ?

m Properties of determinantal ideals ?

m Applications 7
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