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e Estimatfing characteristics of large data sfreams
— sampling; size & cardinality & nonuniformity index
~» power of randomization via hashing

e Analysis of algorithms
— generating functions, complex asymptotics, Mellin

° and practice

— fine tuning and near-optimal design via analysis
<o .

o Gains by a factor of >400 (Palmer et al.)



1 |PROB. ALG. ON STREAMS

Given:

S =alarge sfream S = (r1,ro, ..., 1¢) With duplicates
— || = length or size: fofal # of records (¢)
— |S| = cardinality: # of disfinct records (c)

& How to estimate size, cardinality, etc?

More generdlly, if f; is frequency of jth value:

Fp=>) (fi)".

J

Cardinality is Fp; size is Fy; Fs is indicator of nonuniformity
of distribufion; " F..” is most frequent element (Alon, Ma-
tias, Szegedy, STOCQ6)

$ How to sample?
— with or without mulfipicity




Pragmatic assumptions/ Engineer’s point of view:

Can get random bits from data; can pull out more
random bifs. Works fine!

(A1) There exists a "good” hash function

h D B=1{0,1}*

Data domain — Bits

Typically: L = 30-32 (more or less, maybe).

(A2) There exists a "good” y-random number gen.
T:B— B

s.t. iterates Ty, T@ gy, TGy, . .. look random.

Can get random bits from data; can pull out more random bits.
Works fine!

#+ Complexity-theoretic view, randomness reduction, &c
Operate at a different level of abstraction (modelling)
Still some (nice?) maths to be seen. ..



Let a flow of people enter a room.

— Birthday Paradox: It takes on average 23 to get
a birthday collision

— Coupon Collector. After 365 persons have en-
tered, expect a partial collection of ~ 231 differ-
ent days in the year; it would take more than 2364
to reach a full collection.

B n C
st birthday coll. complete coall.
E,(B) ~ Z—n ~ne ' | E,(C)=nH, ~nlogn

Suppose we didn’t know the number N of days in the
year but could identify people with the same birthday:

Could we turn this into estimators of the (unknown) num-
ber of days in the year?



e A warm-up “abstract” example due to Brassard-
Brafley (Book 1996) = a Gedanken experiment.

How fo weigh an urn by shaking it?

Urn contains unknown number N of balls.
& Deterministic: Empty it one by one: costis O(N).
O Probabilistic with cost O(v/N):

ALG: Birthday Paradox Counfing

Shake, pull out a ball, mark it with painft;
repeadt until draw an already marked ball.
Infer N from T = numlber of steps.




e INnvertand try X := gT2, since E(T) ~ /nN/2. Estimate
T
s blased (because of nonlinearity).

ee Analyse 2nd moment of BP, find E(7?) ~ 2N and pro-
pose X := T?/2. Estimate is now (asymptotically) unbiased.

e ¢ o \lONnder about accuracy. Define

Std Deviation of estimate (X)
Exact value (V)

Standard Error :=

~ Need to analyse fourth moment E(T*). Do maths:

— B(T") ~ 2N?. (Laplace method/singularity analysis)
Standard error is 100%: typically Estimate € (0,2N).
For N = 106, get: 384k; 3,187k; 635k; 29k; 2,678k; 796k; 981Kk, ...

eeee |Mprove algorithm. Repeat basic algorithm m fimes
and average.

Time cost: O(m~/N) for accuracy O (ﬁ)

Shows usefulness of maths: Ramanujan’s Q(n) function,
Laplace’s method for sums or integrals (cf Knuth, Vol 1).




This is real CS. Motivated by query optimization in
data bases. (Whang et al, ACM TODS 1990)

Estimate cardinalities, i.e., # of distinct elements.

x® 94\#“‘0()
o | @ eee | T[1..m]

ALG: Coupon Collector Counting

Given mulfiset S = (s1, ..., s¢); Estimate card(S)?
Set up atable T'[1..m] of m bit-cells.

— for z in .S do mark cell T[h(x)];

Return —mlog V', where V:=fraction of empty cells.

Simulate hashing table; Alg. is indep. of replications.

Let n be sought cardinality. Then « := n/m is filing ra-
fio. Expect V-~ me™ @ empty cells by classical analysis of
occupancy. Distribution is concentrated. Invert!

Count cardinalities fill Nmax USING £ Nmax bifs, for accu-
racy (standard error) = 1%.

Generating functions for occupancy; Stiring numbers;
basic depoissonization.



2 SAMPLING

A very classical problem (Vitter, ACM TOMS 1985)

—

VvV
uxbxdd

ALG: Reservoir Sampling (with mulfiplicities)
Sample m elements from S = (s1,...,sn)

(N unknown a priori)

Maintain a cache (reservoir) of size m;

— foreach coming s;1 place it in cache with prob-
ability m/(t + 1) and drop random element;

— further optimize by “skipping”.

Math: Need analysis of skipping probabilities.
Complexity of Vitter’s best alg. is O(mlog N).

Useful for building “skefches”, order-preserving H-
fns & Ds.



Can we sample values (i.e., without multiplicity)?
Subtle, but eventually easy!

E.g.. sample towns given records <per son, bi rt hpl ace>
~» “profiles” of data domains, data structures, approxi-
mate query answering, “sketches”, &c.

Algorithm due to (Wegman, ca 1984, unpub.), analysed
by (Flgjolet, Computing, 1990).

0
cxasd ,0/. {/.
Sample of size < b:

csd ;/
depthd =0,1,2,... h(x)=0... sdfh
h(x)=00...

ALG: Adaptive Sampling (without mulfiplicities)
Get a sample of size m from S’s values.

Set b .= 4m (bucket capacity); set d .= 0 (depth);
Initially fill in bucket with first b distinct elements;
Repeat forx € S /* at depth d */ d
| Compute h(x); discard unless h(x) € 00 - -0 zxx;
| Else, insert x in bucket;

if overflow, then split bucket and setd :=d + 1;
Get a sample of m elements from the (< b) bucket.

Complete analysis from point of view of sampling (£ counting)?
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Analysis.

View collection of records as a set of bitstrings.

Digital free aka frie, paged version:

i Trie(w) = w if card(w) < b

Trie(w) = Trie(w \ 0)  Trie(w\ 1) if card(w) > b
(Underlies dynamic and extendible hashing, paged DS, etc)

Refs: (Knuth Vol 3), (Sedgewick, Algorithms), Books by
Mahmoud, Szpankowski. General analysis by (Clément-
F-Vallée, Alg. 2001), etc.

Depth in Adaptive Sampling is length of leftmost branch;
Bucket size is # of elements in leftmost page.

For recursively defined paramefters: a|w] = Glw \ 0]:

n

Ena) =Y zin (Z) Ex(8).

k=0

Introduce exponential generating functions (EGF):
&c. Then| A(z) = e*/?B (%) |

For recursive parameter ¢: | ®(z) = e*/?® (£) + Init(z)

Solve by iteration, extract coefficients; Mellin-ize ~ later!
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Bonus: We get a cardinality estimator.

Theorem [F90]: X := 2¢¢ estimates the cardinal-
ity of S using b words of memory, in a way that is
unbiased and with standard error ~ 1.20//b.

o : with b = 1, 000W, get 4% accuracy.
e Distributional analysis by (Louchard RSA 1997).

e Related to folk algorithm for leader election on
channel; “Ialk, flip coin if noisy, sleep if Iails; repeat!

e Related to "tree profocols with counting”
> Ethernet. Cf (Greenberg-F-Ladner JACM 1987).
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3 APPROXIMATE COUNTING

The oldest algorithm (Morris CACM: 1977), analysis (F, 1985)
Maintain Fy, i.e., counter subjecttfo C' := C + 1.

Theorem: Can count fill n probabilistically using
log, logn + ¢ bits, with accuracy about 0.59 - 279/2,

Beats information theory bounds: Use 8 bits for counts fill
16 with accuracy ~ 15%.

1/2 34 78

ool

ALG: Approximate Couting

Initialize: X = 1;

Increment: do X := X + 1 with probability 2=%;
Output: 2% — 2,

In base ¢ < 1. increment with probability ¢X; output (¢=% —
e V/(g—1)useq=2"2"~1,
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10 runs of of APCQO: value of X (n = 10%)
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Methodology , '
by o by

¢ Paths in graphs — Ordinary Generating Functions

OGF :  (fu)+ f(2 an

Here: Symbolicly describe all paths:

*b *b o
T

l—aq bl l—as b2 l—asg

Perform probabilistic valuation a; +— ¢’; b; — 1 — ¢”:

142 2
+Z

B q
) = a0 - -@a0-(-¢2)

O (Prodinger 1994) Euler fransform ¢ := z/(1 — z):

Exact moments of X and estimate ¢~ via Heine’s frans-
formation of ¢-calculus:
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¢ Do partial fraction expansions and elementary
asymptoftics: Get asymptotic distribufion of X

= we quantify tfypical behaviour and risk!
(Exponential fails > Chebyshev inequalifies.)

We have P, (X = /) ~ ¢(n/2"), where

(@); =1—=q)---(1—qj).

phi(x)
0.4
0.3
0.2
0.1
0 1 2 X 3 4 5
Fluctuations: ..., &,...,%,...depend on L = [logy n].

cf. Szpankowski, Mahmoud, Fill, Prodinger, . ..

Analyse storage utilization via Mellin fransform
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E(X)-log2(n)

Approximate Counting -z

Me(]n(X) — logy ! e

—0.47395

—0.273952 1

—0.273954

200 400 600 800 1000
X

The Mellin tfransform

/ f(x)z* de.

Cf (F. Régnier Sedgewick 1985); (FIGoDu 1995)

(P1) Mapping properties (complex analysis):

Asympt(f) «—— Singularities(f*). Poleat o — | ~ 27

(P2) Harmonic sums (superposition of models)

[ZMJ“(MM)] — [ZM(M)S] £ (s).

% EXAMPLE: dyadic sum, F(z) = > ¢ ( )

F*(s) = {_(‘;)

Standard asymptotic terms + | = = exp(iy log x) |
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Cultural flashes

— Morris (1977): Coutfing a large number of events in
small memory.

— The power of probabilistic machines & approximation
(Freivalds IFIP 1977)

— The FTP protocol: Additive Increase Multiplicative De-
crease (AIMD) leads to similar functions (Robert et al,
2001)

— Probability theory: Exponentials of Poisson processes
(Yor et al, 2001)
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4 |CARDINALITY ESTIMATORS

Fy = Number of different values

— 1983-1985: (F-Martin, FOCS+JCSS) Probabilistic Count,
— 1987-1990: (Whang et al) Coupon Coll. Counting

— 1984-1990: (Wegner) (F?0 COMR) Adaptive Sampling
— 1996: (Alon et al, STOC) F, statistics ~ latfer

— 2000: (Indyk FOCS) Stable Law Counting ~ later

— 2001: (Estan-Varghese SIGCOMM) Multiresolution Bitmap
— 2003: (Durand-F ESA) Loglog Counting

17



From Estan-Varghese-Fisk: fraces of attacks

Incoming/Outgoing flows at 40Gb/second.

Need number of active connections in time slices.

Campus LI/0 by IP Protocol. Flows, +outbound/—inbound
4.0k ; : -t ' ;

2.0k 1

flows per second

7.0 k 1

=2.0 k 1

16: 00 oo: o0 0 00 12100

B TCP out O MCAST out O vpr out B ICMP out Bl ToTAL out
B 1cr in B mcasT in B uor in M IcmP in @ ToTAL din
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rho

ALG: Probabilistic Counting
Input: a stream S; Output: cardinality |S]

Foreach x € S do /* p = position of leftmost 1-bit */
Set BITMAP|p(hash(w))] := 1; od;
Return P where P is position of first O.

— P estimates log, (¢n) for ¢ = 0.77351

— Average over m frials A = -L[A1 +-- -+ Apn]; return 227,

— In fact, use stochastic averaging, which needs only
one hash function: S — (S()o(), c ,5111).

— Analysis provides

€(19) = €((10011)2) = (—1)3 = —1. Standard error is 0.78 /+/m for
m Words of log, IV bits. + Exponential Tails > Chelbyshev.

(AMS96) and subsequent literature claim wrongly that several hash functions are needed!
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Theorem [FMS85]. Prob. Count. is asymptofically
unbiased. Accuracy is 0—\/;_8 for m Words of size log, N.
E.g. 1,000W = 4kbytes ~» 2.5% accuracy.

Proof: view this as a frie analysis. Need:

e(n)

(1= =)L =g = Y ()= g

n

Distribution:

0.4

P, (X =¢) ~Q (%)

+ Mellin requires N(s) := ) | 65;’).
n>1

One finds log, ¢ = —I''(1) — N’(0) + %, &c.




Data mining of the Internet graph
(Palmer, Gibbons, Faloutsos?, Siganos 2001)

Internet graph: 285k nodes, 430kedges.

For each vertex v, define ball B(v; R) of radius R.
Want: histograms of |B(v, R)| R=1..20
Get it in minutes of CPU rather than a day (400 x speedup)

100000 T T —

10000 F —

1000 F

—1

100 F

MNumber of nodes
|

-
] i
i 1 I 1
10k .
I 1

i
g S—
i ]

[

1 ]

[
1 i I ) I I 2 ) P B I
0 2 4 & g 10 12 14 16 18 20
Effective eccantricity

b} Histogram of diameters

Update procedure: (h — 1) — his
for each edge (u,v) do B(v,h):= B(v,h)UB(u,h—1)
Use: Probabilistic Counting. Operate in core.

Cardpc(SUT) = Cardpc(S) V Cardpc (7).
where Card pc is BITMAP evaluator of cardinalities.

Allows for fully distributed implementation.

21



(Durand-F, ESA 2003)
Claim: the best algorithm on the market!

e Hash values and get p(h(x)) = position of leffimost
1-bit = a geometric RV G(z).

e [0 sef S associate R(s) := max G(v).

e Max of geometric RVs are well-known (Prodinger*).
Here, R(s) estimates ~ log(pcard(S)), where

e Do stochastic averaging with m = 2¢:

E.Q.. S = (Suo, So1, S10, 511): count separately.
22141) .
¥

Return

++ Switch to Coupon Collector Counting for small
cardinalities.

++ Optimize by pruning discrepant values ~ super-
LoglLog.
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Theorem. LoglLog needsm "bytes”, each of length

log, log N. Accuracy is: 150 (BASIC) or 0-95 (SUPER)

vm Vm

PROOF: Generating Functions + Saddle-point de-
poissonization (Jacquet-Szpankowski) + Mellin.

Whole of Shakespeare: B¥F. s==".
— 256 small “bytes” of 4 bits each = 128bytes

ghf f f ghf ghgghggggghghheehf hf hhgghghghhf gf f f f hhhi i gf hhf f gf i i hf hhh
i gi gi ghf gi hf ffghi gi hghi gf hhgeegeghgghhhgghhf hi di i gi hi ghi hehhhf gg
hf gi ghi gf f ghdi eghhhggghhf ghhfi i hef f ghghi hi f gggf fi hgi hf ggi ghgiiif
fjof gj hhjiifhjgehgghfhhfhj hi ggghghi hi gghhi hi hgii ghgfhlgjfgjjjnfl

Estimate n° ~ 30,897 against n = 28, 239 distict words
Erroris +9.4% for 128 bytes(!)
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An oside: Analytic depoissonization (JOSz95™)

e PROBLEM: Recover asympt. /, from

e Infuition (Borel limits) = “with luck”
fn ~ ¢(n)where ¢(z) := e “ f(z) is Poisson g.f..

e Here: "Luck” means good lifting of ¢(z) to C (I1)
(Like operating with Poisson flow of complex rate!)

n! dz
fn — % f(Z) sn+1
~ ¢(n)

23-1



Features: The disfribufion of errors is nearly Gaus-
sian; executions are seldom more than 2x the stan-

dard error.
The algorithm scales down: almost perfect for small

cardinalities.
The algorithm scales up: almost perfect for large

memory size.

0.3

0.2

Mahabharata: 8MB, 1M words, 177601 diff.
HTTP server: 400Mb log pages 1.8 M distinct req.

m 2° (50by) 2'7 (0.8kby) 2™ (12kb) 2'° (200kb)

Obs: 8.9% 2.6% 1.2% 0.32%
o 11% 2.8% 0.7% 0.36%
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Summary

Analyfic results (Ig = log,): Alg/Mem/Accuracy

CouponCC| AdSamp ProbC LoglLog

- : N N
~ &L bits |m - 1g N Words|m - 1g &£ Words|m - Ig g & Bytes

OO 1.20 0.78 ~ 1.30-0.95
~ 2% D W NG W S By

F, statistics, N = 10° & 2% error

— Coupon Collector Counting = 1 Mbyte

— Adaptive Sampling = 16 kbytes

— Probabilistic Counting: = 8 kbytes

— Multiresolution bitmap (analysis?) = 5 kbytes?

— Loglog Counting = 2 kbytes

(NB: LoglLog couting + compression ~ Iglg N + O(m) bits 1?)
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5 |[FREQUENCY MOMENTS

Recall: Alon, Matias, Szegedy (STOC 1996)***

by = Z(fj)Qa

J

where f; is frequency of value j.

A beautifully simple idea: flip(x) = ¢(x) provides +1
based on hash(x).

ALG: F2;

Initialize Z:=0;

Foreach zin S do Z := Z + flip(x).
Return Z2.

Collect m Z-values and average, with T-fransform.

(Actuadlly, they prove stronger complexity result by complicated
(imprOCTiCCﬂ?) olgon’rhm) (What about stochastic averaging?)
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A beautiful idea of Piotr Indyk (FOCS 2000)***
Consider F),, p € (0,2).

e Stable law of parameter p € (0, 2):

No second moment; no Tst moment if p € (0, 1).
L
1 X1 + e Xo = pX, with = (& + )P,

ALG: Fp;

Initialize Z:=0;

Foreach xin S do Z := Z + Stable, ().
Refurn Z.

Estimate £}, parameter from m copies of Z-values.

Remark: Use of log(|Z|) to estimate seems better than median(?)
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6 |CONCLUSIONS

For streams, using practically O(1) storage, one can:
— Sample positions and even distinct values;

— Esfimate Fy, 1, Fy, F, even for huge data sefts;
— Need no assumption on nature of data.

VAVIVIVIVV

The algorithms are lbased on randomization, so that
Analysis fully applies — A very nice set of problems.

— They work exactly as predicted on real-life datq;
— They offen have a wonderfully elegant structure;
— Their analysis involves beautiful methods for AofA:

"Symbolic modelling by generating functions, Singularity anal-
ysis, Saddle Point and analytfic depoissonization, Mellin frans-

forms, stable laws and Mittag-Leffler functions, efc.”

|

That's All, Folks! u
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