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A single problem:

Given a long sequence of items, how many different
ones are there?

How many different words in Shakespeare?

How many different cities in a file (per sons; ci ti es)?




stream: S=8182---S¢, S;€D.

Length can be ( > 10?. Cardinality can be n « 107.

Routers in the range of Terabits/sec (10'2b/s).

Google indexes 6 billion pages & prepares to
index 100 Petabytes of data (10'7B).

Can estimate cardinalities, QUICK and EASY




What for?
— Network management, worms and viruses, fraffic monitoring

Traces of attacks: Number of active connections in time slices.
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Incoming/Outgoing flows at 40Gbits/second. Code Red Worm: 0.5GBytes of compressed data per hour (2001). CISCO: in 11
minutes, a worm infected 500,000,000 machines.
Left: ADSL FT@Lyon 1.5 x 1 08 packets (21h-23h). Right: (Estan-Varghese-Fisk) different incoming/outgoing connections



Rules of the game

e Limited storage: cannoft store elements; use ~ one page of print=4kB..
e Limited time: proceed online = single pass, read once data.

e Allow to estimate rather than compute exactly.



HASHING

A hash function h : D — [0, 1] scrambles data uniformly:

“chevaleret” — 0x7BF937A2

Angel-daemon scenario: n val-

LA ues, replicated and permuted at
£ will, then made into random uni-
®

form [0, 1].

Solutions are known: s — [s in base 29] mod 1,000,003 & 3 theorems!



OBSERVABLES
= depend on cardinality of underlying set only!

— Patterns: 00001 occurs with probability 2-3;

. Thus (?) I have > 32 elements
(FI-Martin’85) (Durand-FI'03) (FI-Fusy-Gandouet-Meunier'07)

B8 __ Order: If min = 10-5 then | have ~ 10° elems!?
(Bar-Youssef'02) (Giroire2006)

These can be furned into (rough) “indicators” of cardinality.



Task 1: find "good” observables

Task 2: transform an observable intfo a decent algorithm

— 2a: find a good evaluatfion function

— 2b: correct bias, either systematic or non-asymptotic

— 2c: gef guarantees: estimate accuracy aka standard error. . .

++take computational costs into account.



The Probabilistic Counting Observable

First Counting Algorithm XiXixy 1 x;
for cardinalities ; 4\
(FI-Martin’85)

Algorithm: Probabilistic Countfing

Input; a stream S; Output: cardinadlity |S]

For each x € S do /* p = position of leftmost 1-bit */
Set BITMAP[p(hash(w))] :=1; od;

Return P where P is position of first O.
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Theorem: P estimates log,(pn), with ¢ = 0.77351.

eY .

o * €e(n) e (__1)>_ bits(n)

<P——||T1 : e(n):=(—1) :
ﬂnzz

e Straight averaging over m frials; Ave = %“31 + .-+ P return %ZAVG.

The standard error is about 0.78 = the best known to-day

vm
Of course, this is not quite right, since E[2X] # 28X!: also there are tiny
fluctuations; but all this can be patched with analysis ~»
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Mellin transform *(s) = J f(x) dx, from real fo complex.
0

O Maps asymptotics of f at 0 and +oo to singularities of f* in C;

C
c.x* & 4 :
S+«
c+100
Reason: Inversion theorem — J *(s)x ® ds + Residues.
247t )¢ 0o

Q Factorizes harmonic sums:

M 5 A
Z)\-f(ux) — 17 (s) ZHS'

For dyadic sums: Y f(x27%) =5 1f_(82)5

o = 2ikm/log2 — x~ % = e~ 2ikmlogy x
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L (eX/8 x/4 x/2
Proof: /I/)\A 1-(e RIC RIC R

e(n)
frie analysis g . >
’ 1)1 =) —q") =%, (I P gn,
o
Dis’rribu’rion'
_ —x/Z H —XZJ 0.4
mn 0.2
P (X=0~Q (27)
0 1 2 3 4
, : L e(n) / / 1
+ Mellin requires N(s) := ) ——. Onefindslog, ¢ = —T'(1) = N’(0) + %, &c.
mn

n>1
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We seem to be home, but not quite!
FORGQOT computation cost: want m in the order of 102-103!!

— Stochastic averaging = one hash function and O(1) per record:

Split (mentally) stream: e.g., S — (Soo00,...,S111), form = 8§;
Work out each P; := P(S;) separately; /* cost O(1) per element */
Let Ave := L[P; + .-+ P,,]; /* used to estimate iy

m
Return %ZAVC.

Because of (inregularities of distributions, we’re Okay; only get info
asymptotic regime later.
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Application: Data mining of the Internet graph
(Palmer, Gibbons, Faloutsos?, Siganos 2001)
Internet graph: 285k nodes, 430kedges.

For each vertex v, define ball B(v;R) of radius R.
Want: histograms of [B(v,R)| R =1..20
Get it in minutes of CPU rather than a day (400x speedup)
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LogLog Counting

Claim: IS the best on the market! (Durand-F, 2003/DFFGM, 2007)

e Hash and geft p(h(x)) := position of rightmost 1-bif
e JO set S associafte R(S) = mg_sx p(h(v)).

(P) R
]

XXX x|

A
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rho

This observable is mathematically worse, but much less costly:
log, N ~» log, log, N;

that is, replace WORDS (32bits) by BYTES (8bits).
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Algorithm LogLog Counting:
e Use rightmost 1-bit as “observable”.
e Do stochastic averaging with m = 2%, E.g., S = (S0, So1, S10,S11).

m ~
o Return; | ——24Verage | \where ¢ = e YV2.
@

+ Switch to “hit Counting” for small cardinalities.

++ Optimize by harmonic means:
~ HyperLoglLog by (FFGM'07) (« Chassaing-Gerin’06)
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Theorem. LoglLog and HyperLoglLog are asympftoftically unbiased.
— They need m "bytes”, each of length log, log Nmax.

— Standard error (accuracy) is:
1.30

Jm

— Distribution is approximately Gaussian.

1.04

- where 1.30 = \/1]—2 log” 2+ tm?; HyperLoglog: =

LoglLog:

— They can be effectively corrected in the non-asymptoftic regime.

17



k

Proof: need coefflz"] <e~’~ > 2o le eZ/ZkD .

Analytic depoissonization [JaSz95 "]

n

e Recover asymptotics of f,, from ¢(z Z fne ° Z_ —Poisson GF?

e Infuition: with luck | f, ~ d(n)

Here: "Luck” means good liffing of ¢(z) fo C = Poisson flow of complex rate!
E.g.:. 3 cone. Inside: ¢p(z) ~ z*. Outside: ¢p(z) is exponentially smaller.
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Whole of Shakespeare:

L=

m = 256 small “bytes” of 4 bits each = 128bytes

ghf f f ghf ghgghggggghghheehf hf hhgghghghhf gf f f f hhhi i gf hhf f gf i i hf hhh
i gi gi ghf gi hfffghi gi hghi gf hhgeegeghgghhhgghhf hi di i gi hi ghi hehhhf gg
hf gi ghi gf f ghdi eghhhggghhf ghhfi i hef f ghghi hi f gggf fi hgi hf ggi ghgiiif
fjof gj hhjiifhjgehgghfhhfhjhi ggghghi hi gghhi hi hgi i ghgfhlgjfgjjjnfl

Estimate n° ~ 30,897 against n = 28, 239 distinct words
Error is +9.4% for 128 bytes(l!)
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Features: Errors ~ Gaussian, seldom more than 3 x standard error.

Accuracy vs Storage

Mahabhadrata: 8MB, TM words, 177601 diff.
HTTP server: 400Mb log pages 1.8 M distinct req.

m 2° (50by) 2'° (0.8kby) 2" (12kb) 2'° (200kb)
Obs: 8.9% 2.6% 1.2% 0.32%
o 11% 2.8% 0.7% 0.36%
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Document similarity

= An application of cardinality counts. For mulfisets A and B,

define sim(A,B) := ;? 8 E; (Broder).

Here: |A| := card(A). Let Reg(A) be signafure of A, i.e., (LogLoQ) register
dump of A, so that |A| = estim(Reg(A)).

[ |A| = estim(Reg(A)); |B| = estim(Reg(B))

A UB| = estim <R€g(A) EBReg(B)) , IANB|l=I|AUB|—[A[—[B].

\

e For r files, pairwise comparisons have cost O(Y |F;|) + O(r?), as op-
posed to O(Y |F;|)*:
— For 10° files of size 10°, work in minutes instead of days!
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U RhIJY: A blind test, by Pranav Kashyap

39 files of 20k words each, encrypted word-by-word.
e How many languages? Which are which?
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Raw comparison data
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With Thresholdlng (0 =0.25)

40



Blind classification (0 = 0.25)
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Actual (6 = 0.20)



Counting triangles in graphs

Suggested by (Bar-Yossef, Kumar, Sivakumar, 2002) who propose to use F, (1)
£ &

Consider graph I' of max—degree D given by adjacency list.

A% w

— Define a vee (V) as any triple {u, v, w} such that
— Make a stream of all vee’s with cost O(nD?).
— Isolated vee’s are 1-mice; triangles are 3-elephants.

— Use cardinality on top of p-sampling: e.g., p = 5 gives

1 7
N:Nm Ne, N :_Nm _Ne.
+ 0= 5 + 3

u
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Conclusions

For stfreams, using practically O(1) storage, one can:

— Sample distinct values;

— Estimate Fo, F1,F2, F, (0 < p < 2) even for huge data sets;
— Estimate icebergs, # of mice and elephants.

¢ Need virtually no assumption on nature of data.
VIVIVAVIVV)

The algorithms are based on randomization — Analysis fully applies

— They work exactly as predicted on real-life datqg;

— They often have a wonderfully elegant structure;

— Their analysis involves beautiful methods for AofA; “Symbolic modelling
by generating functions, Singularity analysis, Saddle Point and analytic depois-
sonization, Mellin fransforms, stable laws and Mittag-Leffler functions, efc.”
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That’'s All, Folks!
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