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Abstract. We considerthesequencecomparisonproblem,alsoknown as“hid-
denpattern”problem,whereonesearchesfor agivensubsequencein atext (rather
thana stringunderstoodasa sequenceof consecutive symbols).A characteristic
parameteris the numberof occurrencesof a given pattern � of length 	 asa
subsequencein a randomtext of length 
 generatedby a memorylesssource.
Spacingsbetweenlettersof thepatternmayeitherbeconstrainedor not in order
to definevalid occurrences.Wedeterminethemeanandthevarianceof thenum-
berof occurrences,andestablishaGaussianlimit law. Theseresultsareobtained
via combinatoricson words,formal languagetechniques,andmethodsof ana-
lytic combinatoricsbasedon generatingfunctionsandconvergenceof moments.
Themotivationto studythis problemcomesfrom anattemptatfinding a reliable
thresholdfor intrusiondetections,from textual dataprocessingapplications,and
from molecularbiology.

1 Introduction
String matching andsequencecomparisonare two basicproblemsof patternmatch-
ing known informally as“stringology”. Hereafter, by a string we meana sequenceof
consecutive symbols.In stringmatching,givena pattern�
��� � � ������� ��� (of length� ) onesearchesfor some/alloccurrencesof � (asa block of consecutive symbols)in
a text

���
of length � . The algorithmsby Knuth–Morris–PrattandBoyer–Moore [7]

provide efficient waysof finding suchoccurrences.Accordingly, the numberof string
occurrencesin arandomtext hasbeenintensivelystudiedoverthelasttwo decades,with
significantprogressin thisareabeingreported[3, 9,10,15–17,24].For instanceGuibas
andOdlyzko [9, 10] have revealedthefundamentalrôle playedby autocorrelationvec-
tors and their associatedpolynomials.RégnierandSzpankowski [16,17] established
thatthenumberof occurrencesof astringis asymptoticallynormalunderadiversityof
modelsthatincludeMarkov chains.Nicodème,Salvy, andFlajolet[15] showedgener-
ally thatthenumberof placesin arandomtext atwhicha‘motif ’ (i.e.,ageneralregular
expressionpattern)terminatesis asymptoticallynormallydistributed.

In sequencecomparisons,we searchfor a givenpattern���
� � � � ����� � � in the
text

��� ��� � � ������� � � asasubsequence, thatis, welook for indices �! #" �%$ " �&$('�'�')$"*�+ (� suchthat �-,/.!�0� � , �-,213��� � , '�'�' , �-,546����� . We alsosaythat theword � is
“hidden” in thetext; thuswe call this thehiddenpatternproblem.For example,date
occursas a subsequencein the text hidden pattern, in fact four times,but not
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evenonceasa string.We canimposeanadditionalsetof constraints7 on the indices" �98 " �:8������;8 "<� to recorda valid subsequenceoccurrence:for a givenfamily of integers=9>
(
=:>@? � , possibly

=9> �
A ), oneshouldhave BC" >ED �GF " >�H  =:> . In otherwords,the
allowedlengthsof the“gaps” ( " >ED � F " > F � ) shouldbe $ = > . With I representinga
‘don’t-care-symbol’(similar to the unix ‘ J ’-convention)andthe subscriptdenotinga
strict upperboundon thelengthof theassociatedgap,a typical patternmaylook like

ab I � r I ac I a I d I � a I br I a;
there,I abbreviatesI@K and I � is omitted;themeaningis that‘ab’ shouldoccurfirst
contiguously, followedby ‘r’ with a gapof $
L symbols,followedanywherelater in
thetext by ‘ac’, etc.Thecasewhenall the

=:>
’s areinfinite is calledtheunconstrained

problem; whenall the
=:>

’s arefinite, we speakof the constrainedproblem.The case
whereall

=:>
reduceto 1 givesbackclassicalstringmatchingasa limit case.

Motivations. Our original motivation to study this problemcamefrom intrusion
detectionin the areaof computersecurity. The problemis importantdue to the rise
of attackson computersystems.Thereareseveral approachesto intrusiondetections,
but, recentlythe patternmatchingapproachhasfound many advocates,mostnotably
in [2, 14,25]. Themain ideaof this approachis to searchin anauditfile (the text) for
certainpatterns(known alsoassignatures)representingsuspiciousactivities thatmight
beindicativeof anintrusionby anoutsider, or misuseof thesystemby aninsider. The
key to this approachis to recognizethat thesepatternsaresubsequences becausean
intrusionsignaturespecificationrequiresthepossibilityof a variablenumberof inter-
veningeventsbetweensuccessive eventsof the signature.In practiceoneoftenneeds
to put someadditionalrestrictionson thedistancebetweenthesymbolsin thesearched
subsequence,which leadsto theconstrainedversionof subsequencepatternmatching.
Thefundamentalquestionis then:Howmanyoccurrencesof a signature(subsequence)
constitutea real attack? In other words,how to set a thresholdso that we can de-
tectonly real intrusionsandavoid falsealarms?It is clearthat random(unpredictable)
eventsoccurandsettingthethresholdtoo low will leadto anunrealisticnumberof false
alarms.Ontheotherhand,settingthethresholdtoohighmayresultin missingsomeat-
tacks,which is evenmoredangerous.This is a fundamentalproblemthatmotivatedour
studiesof hiddenpatternstatistics.By knowing themostlikely numberof occurrences
andtheprobability of deviating from it, we canseta thresholdsuchthatwith a small
probabilitywe missrealattacks.

Molecular biology providesanotherimportantsourceof applications[18,23,24].
As a rule, there,one searchesfor subsequences,not strings.Examplesare in abun-
dance:split geneswhereexonsareinterruptedby introns, startingandstoppingsignal
in genes,tandemrepeatsin DNA, etc. In general,for genesearching,the constrained
hiddenpatternmatching(perhapswith anexotic constraintset)is theright approachfor
finding meaningfulinformation.The hiddenpatternproblemcanalsobe viewed asa
closerelative of thelongestcommonsubsequence(LCS) problem,itself of immediate
relevanceto computationalbiologyandstill surroundedby mystery[20].

We,computerscientistsandmathematicians,arecertainlynot thefirst whoinvented
hiddenwordsandhiddenmeaning[1]. RabbiAkivain thefirst centuryA.D. wroteacol-
lectionof documentscalledMaasehMerkavaon secretmysticismandmeditations.In
the eleventhcenturySpanishSolomonIbn Gabirol calledthesesecretteachingsKab-
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balah. Kabbalistsorganizedthemselvesasa secretsocietydedicatedto study of the
ancientwisdomof Torah,looking for mysteriousconnectionsandhiddentruth,mean-
ing,andwordsin Kaballahandelsewhere(withoutcomputers!).Recentversionsof this
activity areknowledgediscoveryanddatamining, bibliographicsearch, lexicographic
research, textualdataprocessing, or evenwebsiteindexing. Publicdomainutilities like
agrep, grappe, webglimpse (developedby ManberandWu [26], Kucherov [13],
andothers)dependcrucially on approximatepatternmatchingalgorithmsfor subse-
quencedetection.Many interestingalgorithms,basedon regular expressionsandau-
tomata,dynamicprogramming,directedacyclic wordgraphs,digital triesor suffix trees
havebeendeveloped;see[5,8,13,26] for a flavourof thediversityof approaches.

In all of the contexts mentionedabove, it is of obvious interestto discernwhat
constitutesa meaningfulobservationof patternoccurrencesfrom whatis merelya sta-
tistically unavoidablephenomenon(noise!).This is preciselythe problemaddressed
here.We establishhiddenpatternstatistics—i.e., preciseprobabilisticinformationon
numberof occurrencesof a givenpattern� asa subsequencein a randomtext

���
gen-

eratedby a memorylesssource,this in themostgeneralcase(coveringtheconstrained
andunconstrainedversionsaswell asmixedsituations).Surprisinglyenoughandto the
bestof our knowledge,thereareno resultsin theliteraturethataddressthequestionat
this level of generality. An immediateconsequenceof our resultsis the possibility to
setthresholdsatwhich appearanceof a (subsequence)patternstartsbeingmeaningful.

Results. Let M � be the numberof occurrencesof a given pattern � asa subse-
quencein a randomtext of length � generatedby a memorylesssource(i.e., symbols
aredrawn independently).We investigatethegeneralcasewherewe allow someof the
gapsto berestricted,andothersto beunbounded.Thenthemostimportantparameter
is thequantity N definedasthenumberof unboundedgaps(thenumberof indicesO for
which

=:> �PA ) plus1; theproduct Q of all thefinite constraints
=:>

playsalsoa rôle.
Weobtainthemean,thevariance,all moments,andfinally acentrallimit law. Precisely,
weprovein Theorem1 thatthenumberof occurrenceshasmeanandvariancegivenbyRTS M �VU�W �YXN9Z Q\[�B]� H 8_^!`ba S M �cU�W�d � Be� H � � Xgf �
where[�Be� H is theprobabilityof � , and

d � B]� H is acomputableconstantthatdepends
explicitly (thoughintricately)onthestructureof thepattern� andtheconstraints.Then
we prove the centrallimit law by momentmethods,that is, we show thatall centered
momentsB-M � F RTS M � U Hih �YXgf .1 convergeto the appropriatemomentsof the Gaussian
distribution (Theorem2). We stressthat,exceptin the constrainedcase,the difficulty
of the analysislies in a nonlineargrowth of the meanandthe varianceso that many
standardapproachesto establishingthecentrallimit law tendto fail.

For theunconstrainedproblem,onehasN�� � , andboththemeanandthevariance
admitpleasantlysimpleclosedforms.For theconstrainedcase,onehasN���� , while the
meanandthevariancebecomeof lineargrowth.To visualizethedependency of

d � B]� H
of � , we observe that, when all the

=:>
equal1, the problemreducesto traditional

stringmatchingthatwasextensivelystudiedin thepastaswitnessedby the(incomplete)
list of references:[3, 9,10,15–17,24]. It is well known that for string matchingthe
variancecoefficient is a function of the so-calledautocorrelationof the string. In the
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generalcaseof hiddenpatternmatching,the autocorrelationmust be replacedby a
morecomplex quantitythatdependson theway pairsof constrainedoccurrencesmay
intersect(cf. Theorem1).

Methodology. Theway we approachtheprobabilisticanalysisis througha formal
descriptionof situationsof interestby meansof regular languages.Basically sucha
descriptionof contextsof one,two, or severaloccurrencesgivesaccessto expectation,
variance,andhighermoments,respectively. A systematictranslationinto generating
functionsis available by methodsof analytic combinatoricsderiving from the origi-
nal Chomsky-Scḧutzenberger theorem.Then, the structureof the implied generating
functionsat the pole j��k� provides the necessaryasymptoticinformation. In fact,
thereis an importantphenomenonof asymptoticsimplificationwheretheessentialsof
combinatorial-probabilisticfeaturesare reflectedby the singularforms of generating
functions.For instance,variancecoefficientscomeout naturallyfrom this approachto-
getherwith, for eachcase,a suitablenotion of correlation;highermomentsareseen
to arisefrom a fundamentalsingularsymmetryof the problem,a fact that eventually
carrieswith it thepossibilityof estimatingmoments.FromthereGaussianlaws even-
tually result by basicmomentconvergencetheorems.Perhapsthe originality of the
presentapproachlies in sucha joint useof combinatorial-enumerativetechniquesand
of analytic-probabilisticmethods.

2 Framework

We fix an alphabetlnmo�qpsr �s8 r �t8�������8 rVuwv . The text is
��� �+� � � �x'�'�' � � . A particular

matchingproblemis specifiedby a pair Be� 8 7 H : thepattern �y�z� �{'�'�' �|� is a word
of length � ; theconstraint 7
�
B = �:8������;8 = � f � H is anelementof Be} D�~ p9Azv H � f � .

Positions and occurrences. An � -tuple ����Be" �98 " �:8�������8 "<� H ( �! \" �&$ " �!$0'�'�')$" � ) satisfiesthe constraint7 if " >ED � F " >  = > , in which caseit is calleda position.
Let � � B/7 H bethesetof all positionssubjectto theseparationconstraint7 , satisfying
furthermore" �  �� . An occurrenceof pattern � in the text

� �
of length � subject

to the constraint7 is a position ����BC" � 8 " � 8������;8 " � H of � � B/7 H for which � , .��+� � ,� , 1%��� � 8�������8 � , 4z�z� � . For a text
� �

of length � , thenumberof occurrencesM � B/7 H
(of � ) subjectto theconstraint7 is thena sumof characteristicvariablesM � BC7 H � ����:���c���x�w� � 8 with � � mo� S S � occursatposition � in

� � U U 8 (1)

where
S S �!U U ��� if theproperty

�
holds,and

S S �!U U ��� otherwise(Iverson’snotation).

Blocks and aggregates. In thegeneralcase,thesubset� of indicesO for which
= >

is finite (
= > $ A ) hascardinality � F N with �� �N� � . The two extremevalues

of N , namely, N&� � and N��+� , thusdescribethe(fully) unconstrainedandthe(fully)
constrainedproblemrespectively. Thesubset� of indicesO for which

= >
is unbounded

(
=:> ��A ) hascardinality N F � . It separatesthepattern� into N independentsubpat-

ternsthatarecalledtheblocksandaredenotedby � �98 � �t8������ � X . All thepossible
=:>

“inside” �#u arefinite andform thesubconstraint7�u . In theexampledescribedin the
introduction,onehas N��(� andthesix blocksare



5� � =a I � b I � r, � � = a I � c, � � = a, � � = d I � a, �#� =b I � r, ��� = a.
In thesameway, anoccurrence�T�
BC" � 8 " � 8������;8 " � H of � subjectto constraint7 gives
rise to N subpositions�¡  �*¢ 8 �¡  �-¢ 8������ �¡  X ¢ , the £ th term �)  u ¢ being an occurrenceof ��u
subjectto constraint7�u . The £ th block

�   u ¢ is theclosedsegmentwhoseendpointsare
theextremalelementsof ¤|  u ¢ , andtheaggregateof position � , denotedby ¥�Be� H , is the
collectionof theseN blocks.In theexampleof theintroduction,theposition¦%§©¨Cªt«E¬9«-­t«¯®±°t«¯®±­t«E²s²9«-³s´:«g³s³:«Eµ�´t«Eµ9®s«gª�´w¶
satisfiestheconstraint7 andgivesriseto six subpositions,¦V· �C¸ §z¨Cª:«g¬:«<­w¶E«P¦V· �¹¸ §©¨*®±°t«¯®¯­s¶E«�¦V· �*¸ §º²s²9«�¦V· � ¸ §©¨C³s´t«g³�³w¶E«T¦V· » ¸ §z¨eµ�´t«gµ9®;¶E«�¦V· �C¸ §�ª�´

;
accordingly, theresultingaggregate¥�Be� H is formedwith six blocks,¼!· �C¸ §©½ ª:«g­�¾C«�¼!· �¹¸ §©½o®±°t«¯®±­�¾C«¿¼!· �*¸ §©½ ²s²¯¾C«¿¼�· � ¸ §©½ ³s´:«g³s³�¾C«¿¼!· » ¸ §©½ µ�´t«iµ:®E¾C«�¼!· À ¸ §©½ ªs´;¾CÁ

Probabilistic model. We considera memorylesssource that emitssymbolsof the
text independentlyanddenoteby Â�Ã ( � $ Â�Ã $ � ) theprobabilityof thesymbol ¥�Ä�l
beingemitted.For a givenlength � , a randomtext, denotedby

���
is drawn according

to theproductprobabilityon l � . For instance,thepatternprobability [�Be� H is defined
by [�B]� H �ÆÅ �,5Ç � ÂÉÈ�Ê , a quantity that surfacesthroughoutthe analysis.Under this
randomnessmodel,thequantity M � BC7 H becomesa randomvariablethatis itself asum
of correlatedrandomvariables� � (definedin (1)) for all allowable �ËÄ�� � B/7 H .

Generating functions. We shallconsiderthroughoutthis paperstructuressuperim-
posedon words.For a classÌ of structuresandgivena weight function Í (inducedby
theprobabilitiesof individual letters),we introducethegenerating functionÎ Bej H�Ï � � Î � j � mo� �Ð �tÑ Í:BCÒ H j�Ó Ð Ó 8
where the size Ô ÒxÔ is the numberof letters involved in the structure.Then1,

Î¡� �S j � U/Î Bej H is the total weight of all structuresof size � . The collectionof occurrences
is describedby meansof regularexpressionsextendedwith disjoint unions,andCarte-
sianproducts.It is thenknown thatdisjoint unionsandCartesianproductscorrespond
respectively to sumsandproductsof generatingfunctions;see[19,21] for a general
framework. Suchcorrespondencesmake it possibleto translatesymbolicallycombina-
torial descriptionsinto generatingfunctionequationsanda greatuseis madeof this in
whatfollows.All theresultinggeneratingfunctionsturn out to berational, of theformÎ Bej H �ÕBg� F j H f �5Ö D � �<× B]j H for someinteger Ø ? � andpolynomial

×
, sothatÎ � mo� S j � U �B-� F j H Ö D � × Bej H � � ÖØ�Z × Bg� HºÙ �ÛÚ#Ü�B �� H<Ý � (2)

3 Mean and Variance Estimates of the Number of Occurrences

Mean value analysis. The first momentanalysisis easilyobtainedby describingthe
collectionof all occurrencesin termsof formal languages.Let Þ be the collectionof
all occurrencesof � asa hiddenword.Eachoccurrencecanbeviewedasa “context”

1 Thenotation
½ ßwà9¾âá�¨Cßw¶

representsthecoefficient of
ßwà

in theseries
á�¨Cß9¶

.
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with aninitial string,thenthefirst letterof thepattern,thenaseparatingstring,thenthe
secondletter, etc.Thecollection Þ is thendescribedbyÞk��l!ãåä�p�� � vYä�l�æ�ç . ä�p�� � våä|lËæ�ç 1 ä ����� ä�p�� � f � vYä�l�æ�ç 4éèc. ä�ps� � vYä�l!ã � (3)

There,for
= $ A , l æ�ç denotesthecollectionof all wordsof lengthstrictly less

=
, i.e.,l æ�ç mê�6ë , æ�ç l , , whereas,for

= �6A , l æ K denotesthecollectionof all finite words,
i.e., l æ K mê��l ã �ìë , æ K l , . Theassociatedgeneratingfunctionsareí ç B]j H �Õ�ÛÚºj%Ú#j � Ú '�'�' Ú#j ç f � � � F j ç� F j 8 í KîB]j H ���ÛÚ#jïÚ#j � Ú '�'�' � �� F j �
We now weighteachoccurrenceby thequantity [�Be� H �(ð S � � U , sothatthegenerating
function Ü�B]j H of Þ coincideswith thegeneratingfunctionof theexpectations

RTS M � U ,
Ü�B]j H �Õ��Vñ � R@S M �cU j � � Ù �� F j Ý X

D � ä�ò �ó,2Ç � Â È Ê-jõôöä�ò ó, �:÷ � F j ç Ê� F j ô 8 (4)

and,with [�Be� H theprobabilityof thepattern� , onefindsfrom (2) and(4):R@S M � U � S j � U Ü�Bej H � � XNwZ ò ó, �:÷ = , ôø[�B]� HGÙ �ÛÚ�Ü Ù �� ÝGÝ �
Variance analysis. For varianceandhighermomentanalysis,it is essentialto work

with centredrandomvariablesdefinedasù � mo� � � F R@S � � U � � � F [�Be� H 8ûú � B/7 H mê��M � B/7 H F R@S M � BC7 H U � ����:� � ���x� ù � �
Thesecondmomentof thecentredvariable ú � B/7 H equalsthevarianceof M � B/7 H and
with thecentredvariablesdefinedaboveonehasR@S ú �� B/7 H U � ���ü ýb�:�É�V���x� R@S ù � ù ý U �
Therearetwo kinds of pairs B]� 8�þ H accordingasthey intersector not. When � and þ
do not intersect,the correspondingrandomvariables

ù � and
ù ý areindependent,and

the correspondingcovarianceð S ù � ù ý U reducesto 0. It is thus sufficient to consider
intersectingsubsets� and þ . Supposethat thereexist two occurrencesof pattern� at
positions� and þ which intersectat ÿ distinctplaces,the Ø -th intersectionpoint being
the £ Ö -th in thenaturalorderingof � andthe � Ö -th in thenaturalorderingof þ . (This is
only possibleif, for all Ø 8 �& zØ  #ÿ , onehas�|u��&������� .) Wethendenoteby � ���bý the
subpatternof � thatoccursat position � � þ , andby [�Be� ���bý H theprobabilityof this
subpattern.Sincetheexpectation

R@S � � � ý U equals[�Be� H � h [�B]� ���bý H , theexpectationRTS ù � ù ý U � RTS � � � ý U F [�Be� H � involvesa correlationnumber	VBe� 8;þ HR@S ù � ù ý U �z[ � Be� H 	cB]� 8�þ H 8 with 	VBe� 8;þ H � �[�Be� �
�bý H F � � (5)

In this case,we take thepair of occurrencesrelative to B]� 8�þ H asweightedby ð S ù � ù ý U ,
and considerthe collection Þ � of pairs of intersectingoccurrences.The associated
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generatingfunction Ü � Bej H coincideswith the generatingfunction of the expectationsð S ù � ù ý U , thatis,Ü � Bej H � ��bñ � j � ��
� ����� ������� ��������� � ð S ù � ù ý U � ��bñ � j � RTS ú �� BC7 H U �
We now needto estimateÜ � B]j H as j"! � . First, definethe aggregate ¥�Be� 8;þ H to

bethesystemof blocksobtainedby merging togetherall intersectingblocksof thetwo
aggregates¥�Be� H and ¥ÛB þ H . Thenumberof blocks # Be� 8;þ H of ¥�Be� 8;þ H playsafundamen-
tal rôle here,sinceit measuresthedegreeof freedomof pairs.Since � and þ intersect,
thereexistsat leastoneblockof ¥ÛB]� H thatintersectsa block of ¥�B þ H , sothat # Be� 8;þ H is
at mostequalto L N F � . Next, we groupthesets� 8�þ accordingto thevalueof # B]� 8�þ H
andwrite Þ   $ ¢� for the collectionof intersectingpairs B]� 8�þ H of occurrencesfor which# Be� 8;þ H equalsL N F Â . Sincethereis a fundamentaltranslationinvariance,we introduce
a notionof full pairs: a pair B]� 8�þ H of �&%tB/7 H ä��&%9BC7 H is full if the aggregate ¥ÛB]� 8�þ H
completelycoverstheinterval

S � 8�' U . (Clearly, thepossiblevaluesof ' arefinite.) Then

thecollection Þ   $ ¢� is isomorphicto B]l ã H � Xgf�$ D � ä)(   $ ¢� , where(   $ ¢� is thesubsetof full

pairssuchthat # Be� 8;þ H equalsL N F Â . Thegeneratingfunctionof Þ   $ ¢� is accordingly

Ü   $ ¢� B]j H � Ù �� F j Ý � Xgf�$
D � ä �   $ ¢� Bej H �

Here,
�   $ ¢� Bej H is thegeneratingfunctionof thecollection (   $ ¢� andfrom our earlierdis-

cussion,it is apolynomialof degreeatmost L = B � F � H Ú � , with
= �+*-,�.b, �:÷ = , . Now,

aneasydominantpoleanalysisentailsthat
S j � U Ü   $ ¢� �
Ü�BC� � X-f/$ H . This provesthat the

dominantcontributionto thevarianceis givenby
S j � U Ü   �<¢� , which is of order Ü�BC� � X-f � H .

Then,the variance
RTS ú �� U involvesthe constant

�   �*¢� B-� H that is the total weight of the

collection (   �<¢� ; thepolynomial
�   �<¢� B]j H is itself thegeneratingfunctionof thecollection(   �<¢� , conceptuallyanextensionof GuibasandOdlyzko’sautocorrelationpolynomial.

Sincethestandarddeviationis of anorder, Ü�BC�YXgf �
0i� H , thatis smallerthanthemean,Ü�BC�YX H , concentrationof distributionholds,via awell-knownargumentbasedonCheby-
shev’s inequalities.In summary:

Theorem 1. Considera general constraint 7 and the numberof occurrencesM � ÏM � BC7 H . Themeanandvarianceof M � satisfyR@S M �cU � [�Be� HNwZ Ù ó> �:÷ =9> Ý � X Ù �ÛÚ�Ü�B �� H Ý 8^!`ba S M �cU � d � B]� H � � Xgf � Ù �ÛÚ�Ü�B �� H Ý 8
where � is the set of O such that

= > $ A , and the “variance coefficient”
d � B]� H

involvestheautocorrelation 1YB]� Hd � Be� H � [ � Be� HB L N F � H Z 1 � Be� H with 1 � Be� H mê� ��2��ü ý:�<�3254 .761 Ù �[�Be� ���bý H F � Ý � (6)
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Theset (   �<¢� is the collectionof all pairs of occurrencesB]� 8�þ H that satisfythreecon-
ditions: Be" H they are full; BC"*" H they are intersecting; Be"¹"*" H there is a singlepair BC£ 8 � H
with �Ë 6£ 8 �  0N for which the £ th block

�   u ¢ of ¥�Be� H andthe � th block 8T  � ¢ of ¥ÛB þ H
intersect.

Computation of the variance. The computationof the autocorrelation1åBe� H re-
ducesto N � computationsof correlations1åBe��u 8 �9� H , relative to pairs Be��u 8 �:� H of
blocks.Notethateachcorrelationof theform 1YB]�#u 8 �:� H involvesatotally constrained
problemandcanbeevaluatedby dynamicprogramming.Precisely, onehas1 � Be� H ��Q � ���; u ü � ; X �Q�u�Q<� Ù £�Ú:� F�L£ F � Ý�Ù L N F £ F �N F £ Ý 1YB]� u 8 � � H 8 (7)

where 1YB]�#u 8 �:� H is thesumof the 	cB]� 8�þ H takenover all full intersectingpairs B]� 8�þ H
formedwith anoccurrence� of �#u subjectto constraint7�u andanoccurrenceþ of �9�
subjectto constraint7 � . Let usexplain theformula(7) in words:for apair Be� 8;þ H of the

set (   �*¢� , thereis asinglepair BC£ 8 � H of indiceswith �! #£ 8 �! zN for which the £ th block�   u ¢ of ¥�Be� H andthe � th block 8T  � ¢ of ¥�B þ H intersect.Then,thereexist £xÚ=� F�L blocks
beforetheblock ¥ÛB �   u ¢ 8 8T  � ¢ H and L N F £ F � blocksafterit. Wethenhavethreedifferent
degreesof freedom:BC" H therelativeorderof blocks

�   , ¢ BC" $ £ H andblocks 8T  > ¢ B5O $ � H ,
andsimilarly therelative orderof blocks

�   , ¢ BC"?>6£ H andblocks 8   > ¢ B5O@>A� H ; BC"*" H the
lengthsof theblocks(thereare Q > possiblelengthsfor the O th block); BC"*"*" H finally the
relativepositionsof theblocks

�   u ¢ and 8T  � ¢ .
In the unconstrainedproblem,the parameterN equals � , and eachblock �#u is

reducedto thesymbol ��u . Thenthe“ correlationcoefficient” 1 � Be� H simplifiesto1 � Be� H mo� ���; u ü � ; � Ù £�Ú:� F�L£ F � Ý�Ù L � F £ F �� F £ ÝCB BC£ 8 � HGÙ �Â È5D F � Ý 8 (8)

wherethe“autocorrelationmatrix”
B

of pattern� is definedby
B BC£ 8 � H mo� S S ��uï�z��� U U .

4 Central Limit Laws

Our goal is to prove that M � appropriatelynormalizedtendsto the standardnormal
distribution.We considerthefollowing normalizedrandomvariableEú � mo� ú �� Xgf ��0i� � M � F R@S M � U� X-f �
0i� 8
where N is the numberof blocksof the constraint7 . We shall show that

Eú � behaves
asymptoticallyas a normal variablewith mean0 and standarddeviation

d
. By the

classicalmomentconvergencetheorem(Theorem30.2of [4]) this is establishedonce
all momentsof

Eú � areknown to convergeto theappropriatemomentsof thestandard
normaldistribution.We remindthereaderthat if F is a standardnormalvariable(i.e.,
a Gaussiandistributedvariablewith mean0 andstandarddeviation 1), then for any
integral � ? � RTS F � � U �Õ� '�G�'�'�' B L � F � H 8 R@S F � � D � U �(� � (9)
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We shall accordinglydistinguishtwo casesbasedon the parity of £ , £î� L � and £î�L �ÛÚ�� , andprovethatR@S ú � � D �� U �+HbBC� � � � D � �*� X-f �
0i� � H 8 RTS ú � �� U�W(d � � Bg� '�G�'�'�' B L � F � HgH � � � Xgf � 8 (10)

which impliesGaussianconvergenceof
Eú � .

Theorem 2. Therandomvariable M � asymptoticallyfollowsa Central Limit Law:IKJ *�ML K NPOPQ M � F RTS M �cUR ^!`ba S M �cU  9SUT\� �V L [XWZYf K 	 f\[ 1 0E� = � (11)

Proof. Theproof below is combinatorial;it basicallyreducesto groupingandenumer-
atingadequatelythevariouscombinationsof indicesin thesumthatexpresses

RTS ú u� U .
Oncemore, � � B/7 H is formedof all the positionsof

S � 8 � U subjectto the constraint7
and � B/7 H � ë � � � BC7 H . Thentotally distributing thetermsin ú u� B/7 H yieldsRTS ú u� U � ��2� . ü^]^]^] ü � D �*�:� D� ���x� RTS ù � . '�'�' ù � D U � (12)

An £ -tuple of sets B]� �98������;8 �;u H in � u B/7 H is saidto be friendly if each � Ö intersectsat
leastoneother �
_ , with ÿa`�ìØ andwelet b � u � B/7 H bethesetof all friendly collectionsin� u B/7 H . For � u , b � u � , andtheirderivativesbelow, weaddthesubscript� eachtimethe
situationis particularizedto texts of length � . If Be� � 8�������8 � u H doesnot lie in b � u � B/7 H ,
then

RTS ù � . '�'�' ù � D U �(� 8 sinceat leastoneof the
ù � ’s is independentof theotherfactors

in theproductandthe
ù � ’shavebeencentred,

R@S ù � U �(� . Onecanthusrestrictattention
to friendly familiesandgetthebasicformulaR@S ú u� U � ��2� . ü^]^]^] ü � D �*�/c � D �� ���x� R@S ù � . '�'�' ù � D U 8 (13)

wheretheexpressioninvolvesfewer termsthanin (12).Fromthere,we proceedin two
stages.First, restrictattentionto friendly familiesthatgive riseto thedominantcontri-
bution andintroducea suitablesubfamily b � u �ãed b � u � ; in sodoing,momentsof odd
orderappearto benegligible.Next, for evenorder £ , thefamily b � u �ã involvesasymme-
try andit sufficesto consideranothersmallersubfamily b � u �ãiã d b � u �ã thatcorresponds
to a “standard”form of occurrenceintersection;this last reductionpreciselygivesrise
to theevenGaussianmoments.

Odd moments. Given B]� � 8�������8 � u H ÄZb � u � , onedefinestheaggregate¥ÛB]� � 8 � � 8������;8 � u H
as the aggregation(in the senseof the variancecalculationabove) of ¥ÛB]� � H ~ '�'�' ~¥ÛB]�;u H . Next, the numberof blocks of B]� �:8������;8 ��u H is the numberof blocksof the ag-
gregate ¥ÛB]� �98�������8 ��u H ; if Â is the total numberof intersectingblocksof the aggregate¥ÛB]� �98�������8 ��u H , the aggregate ¥�Be� �98 � �t8������ �;u H has £:N F Â blocks.Like previously, we

say that the family B]� �98������;8 �;u H of b � u �% is full if the aggregate ¥�Be� �:8 � �:8������ �;u H com-
pletely covers the interval

S � 8f' U . In this case,the length of the aggregateis at most£ = B � F � H Ú0� , andthe generatingfunctionof full familiesis a polynomial
× ucBej H of
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degreeat most £ = B � F � H Ú(� with
= �g*-,�. > �:÷ =:> . Then,thegeneratingfunctionof

familiesof b � u � whoseblock numberequalsØ is of theformÙ �� F j Ý Ö
D � ä × utB]j H 8

so that the numberof familiesof b � u �� whoseblock numberequalsØ is Ü�BC� Ö H . This
observationprovesthat thedominantcontribution to (13) arisesfrom friendly families
with a maximal block number. It is clear that the minimum numberof intersecting
blocksof any elementof b � u � equalsequals h/£ h L�i , sinceit coincidesexactly with the
minimumnumberof edgesof agraphwith £ verticeswhichcontainsnoisolatedvertex.
Thenthe maximumblock numberof a friendly family equals£:N F hC£ h L�i . In view of
this factandtheremarksaboveregardingcardinalities,we immediatelyhaveRkj ú � � D �� l �(Ükm�� � � � D � � Xgf � f ��n �oHpm�� � � � D � �*� Xgf �
0i� � n
which establishesthelimit form of oddmomentsin (10).

Even moments. We arethusleft with estimatingtheevenmoments.Thedominant
termis relative to friendly familiesof b � � � � with anintersectingblocknumberequalto� , whosesetwedenoteby b � � � �ã . In suchafamily, eachsubset� Ö intersectsoneandonly
oneothersubset�
_ . Furthermore,if theblocksof ¥ÛB]��q H aredenotedby

�   r ¢q 8 �! Cs  zN ,
thereexistsonly oneblock

�   r � ¢Ö of ¥ÛB]� Ö H andonly oneblock
�   rut ¢_ that containsthe

pointsof � Ö � ��_ . This definesaninvolution v suchthat v¿B¹Ø H �(ÿ and v¿B/ÿ H �0Ø for all
pairsof indices BCÿ 8 Ø H for which � Ö and ��_ intersect.Furthermore,giventhesymmetry
relation

RTS ù � . '�'�' ù � 1xw U � R@S ù �xy � . � '�'�' ù �xy � 1xw � U it sufficesto restrictattentionto friendly

familiesof b � � � �ã for whichtheinvolution v is thestandardonewith cycles B-� 8±L H , B G¡8
z H ,
etc; for such“standard”familieswhosesetis denotedby b � � � �ã±ã , thepairsthat intersect
arethus Be� � 8 � � H , . . . , Be� � � f � 8 � � � H . Sincetheset { � � of involutionsof L � elementshas
cardinality | � � ��� '�G&'u}�'�'�' B L � F � H 8 theequality�c � 1~w �� � R@S ù � . '�'�' ù � 1~w U �+| � �Ë�c � 1xw ���� � RTS ù � . '�'�' ù � 1~w U 8 (14)

entailsthatwecanwork now solelywith standardfamilies.
Theclassof occurrencesrelativeto standardfamiliesis l ã ä Bel ã H � � Xgf � f � ä�(   � ¢� � äl ã 8 andinvolvesthe collection (   � ¢� � of all full friendly L � -tuplesof occurrenceswith

a numberof blocksequalto � . Since (   � ¢� � is exactly a shuffle of � copiesof (   �<¢� (as
introducedin thestudyof thevariance),theassociatedgeneratingfunctionisÙ �� F j Ý � � Xgf �

D � B L �wN F � H Z�ò �   �<¢� Bej HB L N F � H Z ô � 8
where

�   �*¢� Bej H is thealreadyintroducedautocorrelationpolynomial.Upontakingcoef-
ficients,we obtaintheestimate�c � 1xw ���� � R@S ù � . '�'�' ù � 1~w U�W � � � Xgf � � � d � � � (15)
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In view of theformulæ(12),(13), (14),and(15)above,thisyieldstheestimateof even
momentsandleadsto thesecondrelationof (10).(NotethattheevenGaussianmoments
eventuallycomeout of thenumberof involutions,which correspondsto a fundamental
symmetrypresentin theproblem.)Thiscompletestheproofof Theorem2.

5 Conclusion

As a testcase,we took the full text of Hamlet whereall nonalphabeticcharactersare
suppressed.This givesusa (ratherunpoeticallooking) text thathasonelong line with
30,316wordsand �\� � L � 8 � }M� alphabeticalcharacters:“who s therenayanswerme
standandunfoldyourselflong live theking bernardoheyoucomemostcarefullyupon
your hour [. . . ]”. Thepatternis “Thelaw is Gaussian” [ ��� thelawisgaussian] and
its mirror image

E� , correspondingto � � ��� . Basedon the empiricaldistribution of
letter frequenciesin the text, we anticipatethe patternto appear� � GMG ���s� �
� timesas
a subsequence,while the observed countsare � � G � } �s� �
� and � � G3�M� ��� �f� , a deviation
of lessthan4% from what is expected.Similarly, if we boundtheseparationdistance
betweenany two lettersby

=
, analysispredictsthat the patternmight startoccurring

near
= �ö�s� , while its presenceis unlikely for smallervalues,

= $ �s� . In fact, � starts
occurringat

= �
� z while
E� startsat

= ��� G —adeviationof some30–40%from what
themodelpredicts.Hereis a tableof observedversuspredictedvalueswhen

=
varies:� § thelawisgaussian

E� § naissuagsiwaleht�
Expected̈

7�%¶
Occurred( � ) ��� � Occurred( � ) ��� �

13 9.195E+01 0 0.00 18 0.19
14 2.794E+02 693 2.47 371 1.32
20 5.886E+04 124,499 2.11 41,066 0.69
50 5.482E+10 76,146,232,395 1.38 48,386,404,680 0.88� 1.330E+48 1.36554E+48 1.03 1.38807E+48 1.04

This (togetherwith many otherexperiments)shows a fair fit betweenthe theoretical
modelandtheobserveddataeventhoughthetext chosenis far from being“random”.

Extensions. For the constrainedcasewhereall the distancesarefinite, basedon
finite statemodelsandthedeBruijn graph,it is possibleto obtainlocal limit laws (i.e.,
a directestimationof probabilitydensities),a characterizationof thespeedof conver-
genceto theasymptoticlimit (it is �éf ��0i� ), aswell aslargedeviationestimates(thatare
exponentiallysmall);seethefull paper. For theunconstrainedcase,thecorresponding
problemsappearto berelatedto productsof randommatricesandto thedifficult case
of randomwalks on nilpotentLie groups;seeGuivarc’h’s paper[11] for context and
references.Finally, preliminaryinvestigationsindicatethatthemethodsdevelopedhere
applyto Markoviansourcesandmoregenerallyto all dynamicalsourcesin thesenseof
Vallée[6, 22].

Acknowledgments. WethankM. Atallah(PurdueU.) for introducingusto theintrusiondetection
problemthatmotivatedthis study. This researchwassupportedin partby sponsorsof CERIAS
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